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XEB-AW140 High Security Supplement

High Security Supplement

If you have a Digi radio with FIPS 140-2 Security, this supplement to the
User Manual provides instructions for setting up the encryption. Please
disregard the AES Encryption instructions in the regular manual: this
superceded them. A feature of the level of security provided is that there is
no way to change the encryption method or key through the radio’s
interface. A separate port must be used.

To program the encryption characteristics of your Digi radio, the radio must
be powered off and the cover opened. A PC must be connected to the USB
port on the XEB-AW140 Security Module inside (a small piggy-back board
with a tamper-evident conforming coating). The necessary portion of the
electronics for managing the setup is powered from the module’s USB
connection.

The PC must have two critical pieces of software installed:

1. A driver that provides a virtual COM port through the USB connection.
This driver can be downloaded from the Future Technology Devices
International website, http://www.ftdichip.com. Follow their menu to the
webpage for VCP drivers and choose the one that matches your oper-
ating system. Installation guides are also available in the documents
section of the website.

2. Aterminal emulator that will provide the user interface to the XEB-
AW140. Windows XP and earlier included a program known as Hyper-
Terminal that would work fine, but Microsoft has not included it in newer
versions. Customers using post-XP versions of Windows can use Digi's
XCTU for this same function: www.digi.com/xctu. Customers using non-
Windows OS can use a suitable tool such as minicom for Linux Ubuntu
or ZTerm for Mac.

There are two roles defined for those having access to the programming
interface, Crypto Officer and User. Each has a different password. Only the
Crypto Officer is allowed to set the encryption method and encryption key.
The user may examine self test results and firmware version only.
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Step by step programming procedure:

1.

2.

Make sure the main power for the radio is off and connect the XEB-
AW140 module’s USB port to your computer using a USB mini B cable.

Open your terminal emulator program and set the COM port settings as
follows:

Data bits: 8

Baud rate: 115200
Parity: none
Stop bits: 1

Flow control: none

Press any key to activate the XEB-AW140. If the module has never
been programmed, setup prompts will occur as shown in the example
screen shot below. If you see only a login prompt, then the module has
previously been initialized. If you know the password, enter it. If no, type
“init” to erase all keys and passwords and return the module to its
uninitialized state.
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4. Initial setup commands:

7 X-CTU [COM4] A=
About
PC Settingz ] Fange Test Teminal | Modem Configuration ]

S hiow
Hex

Clear
Screen

Azzemble
FPacket

Lire Status Azzert Cloze
TS DTR v |RTS ¥ |Break| | com Part

Welcome to the AW140 Module Please Login to :j
Continue

.Please Enter New C0O Password

.CO> DIGIZ010

.Please Enter New Password Again
.CO= DIGIZ2010

.Update Successful

.Please Enter Encryption Key Size (1 = 128
bit, 2 = 192 bit, 3 = 256 bit)

LCO= 3

3

.Update Successful

.Please Enter New Encryption Key

L0
11311131131 22222222333333334444444455555555666666

667777777788888888

.Update Successful
.Please Enter MNew User Password
e uDIGIZ010

.Please Enter New Password Again
LU= uDIGIZ010

.Update Fuccessfu1
Login=
[~

COM4 115200 8-M-1 FLOW:NOME R 402 bptes

Passwords must be supplied for both the Crypto Officer and User
Roles.

Passwords must be between 8 and 32 characters. Case matters and
any symbols may be used (ASCII characters allowed).

The Encryption Choice may be 128, 192, or 256 bits as shown in the
prompt.
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The Encryption Key must be entered as a 32, 48, or 64 digit
hexadecimal number (0-9, a-f), corresponding to the Encryption Choice.
Here, case does not matter - A-F or a-f may be used. It is possible to
enter less than the full number of digits; the XEB-AW140 will pad the
rest with zeros.

After completing the initial setup, disconnect the USB cable and power
up the Digi radio to begin normal cryptographic operation.

It may become necessary to change the programming or test the
module at some later time. In order to do so turn off the power for the
radio, then open its cover and connect the USB cable to the XEB-
AW140 and set up the COM port parameters and terminal emulator
program as described in step 2. A screen similar to the one below will
appear:

17 X-CTU [COMA4]
About

FC Settings] Flange Test Teminal | todem Ennfiguratinn]

Line Status Azzert
LT5 DTR v [RTS v [Bresk | | ComPort| Packet | Screen| Hex

welcome to the AW1l40 Module Please Login to :j
Continue
.Login> DIGI2010

.Command List:

- Self Test Results

- Firmware Version

- Import Key

- Change Password

- Logout
.? - Display Command List
LCO= 5

.Login> uDIGIZ010

.Command List:

Cloze Azzemble| Clear | Show

.1 - self Test Results

.2 - Firmware Version

.3 - Import Key

.4 - Change Password

.3 - Logout )

.? - Display Command List

U= 3

.ERROR: Only the Crypto 0fficer can perform
this task

=

LU= ﬂ
COM4 115200 8-M-1 FLOW:NONE R 417 bytes
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Self Test Results displays the results of the power up self test. At
power up, the XEB-AW140 runs a known answer test for all encryption/
decryption algorithms.

Firmware Version displays the revision number of the firmware
running in the XEB-AW140 module.

Change Algorithm and Change Key can only be used by the Crypto
Officer Role. If the User Role attempts to run these commands, an error
occurs as shown in the above screen shot.

Change Password allows a new choice for the Crypto Officer or User
password, depending on which Role is logged in.

Logout and Display Command List are self-explanatory.

Note: If an incorrect password is entered at the login prompt, two more tries are
allowed and then the XEB-AW140 enters a lockout state for 5 minutes.

After completing the setup or testing, log out and disconnect the USB
cable. Next, power up the Digi radio to resume normal cryptographic
operation.
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